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We propose a new strategy for anomaly detection at the LHC based on unsupervised quantum
machine learning algorithms. To accommodate the constraints on the problem size dictated by the
limitations of current quantum hardware we develop a classical convolutional autoencoder. The
designed quantum anomaly detection models, namely an unsupervised kernel machine and two
clustering algorithms, are trained to find new-physics events in the latent representation of LHC data
produced by the autoencoder. The performance of the quantum algorithms is benchmarked against
classical counterparts on different new-physics scenarios and its dependence on the dimensionality of
the latent space and the size of the training dataset is studied. For kernel-based anomaly detection,
we identify a regime where the quantum model significantly outperforms its classical counterpart.
An instance of the kernel machine is implemented on a quantum computer to verify its suitability for
available hardware. We demonstrate that the observed consistent performance advantage is related
to the inherent quantum properties of the circuit used.

I. INTRODUCTION

Quantum Machine Learning (QML) is a nascent field
at the intersection of quantum information processing
and machine learning [1–8] that has the potential to rev-
olutionise the way we solve problems in High Energy
Physics (HEP). There is a growing number of studies
investigating this new paradigm, its possible advantages
over classical computing, and its applicability to varied
real-life problems. [8–13].

The use of quantum computing techniques on HEP
problems was introduced by Ref. [14], where the task of
training a classifier for photon selection in a search for the
Higgs boson was framed as a quantum annealing prob-
lem. Since then, QML algorithms have been examined
for event reconstruction tasks [15–19] and classification
problems [20–24] in HEP. All these problems belong to
the realm of supervised learning, in which the training
process is guided by comparing the algorithm output to
the ground truth, provided with the training dataset. A
natural evolution of this line of research is the extension
of QML techniques to unsupervised problems, i.e., to
learning processes on unlabeled data. This is the case
of Refs. [25, 26], where anomaly detection quantum algo-
rithms have been applied to low-dimensionality datasets.

In this work, we investigate the use of a classical-
quantum pipeline, in which a high-dimensional dataset is
projected to a low-dimensional latent space via a classical
autoencoder and a set of unsupervised quantum algo-
rithms are trained on the latent-space features. We con-
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sider the problem of searching for new physics processes
in Large Hadron Collider (LHC) events as an anomaly
detection problem. Our approach aims to implement a
prototype pipeline that is able to process realistic datasets
and could be eventually deployed at the LHC to assist sci-
entific discovery (see Fig. 1). Similar problems have been
considered on low-dimensional datasets in Ref. [25, 26],
where different approaches have been followed.

After the discovery of the Higgs boson by the AT-
LAS [27, 28] and CMS [29, 30] collaborations, one of the
main goals of the LHC physics program is the search for
new phenomena (new particles, new forces, new symme-
tries, etc.) that would answer some of the open questions
associated with the Standard Model (SM) of particle
physics, the theory that describes our understanding of
the fundamental constituents of the universe: why are the
known forces in nature characterized by largely different
energy scales? What is the mechanism that generates
neutrino masses? What is the origin of Dark Matter
and Dark Energy? To answer these questions, proton
beams are accelerated in the LHC up to an energy of
6.75 TeV and made to collide. These collisions happen
at energies that were typical of particle collisions in the
early universe. By studying them in a controlled environ-
ment, physicists aim to understand post-big-bang physics
and possibly highlight the difference between observations
and SM predictions. These searches for Beyond Standard
Model (BSM) physics are typically model-dependent. In
this context, a signal is defined as a specific process de-
scribed by the chosen BSM scenario. The background is
defined as any SM process that generates a similar de-
tector signature as that of a BSM process. In the recent
past, the use of supervised Machine Learning (ML) algo-
rithms has become prominent. These ML algorithms are
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FIG. 1. Classical-quantum pipeline. LHC collision data (simulation) are passed through an autoencoder for dimensionality
reduction followed by the quantum anomaly detection models: unsupervised quantum kernel machine and clustering algorithms
(QK-means/QK-medians). Each jet contains 100 particles, each particle is described by three features (∆η,∆φ, pT ) where ∆
represents a distance from the jet axis. Hence, a dijet collision event is described by 300 features. The quantum models are
trained on Standard Model data and learn to recognise anomalies in unseen data. All models are evaluated by calculating the
Receiver Operating Characteristic (ROC) curve and metrics appropriate for anomaly detection tasks and are compared to their
classical counterparts (see Sec. IV). The depicted curves are for illustrative purposes.

typically trained on labeled data from Monte Carlo (MC)
simulations and applied to experimental data.

This model-dependent approach exploits at best the
solid understanding of the physics associated with the
postulated signal and the known background processes,
and typically reaches remarkable signal-to-background
discrimination power, as in the case of the discovery
of the Higgs boson. However, the need to postulate a
priori the signal of interest has an intrinsic drawback:
searches based on a given signal assumption are typically
less sensitive to other kinds of signals. If an unexpected
signature is present in the data, it might not be identified
due to the inherent bias of the study toward the chosen
signal hypothesis.

To overcome this drawback, one could follow an unsu-
pervised approach, in which the search for new physics
is rephrased as Anomaly Detection (AD). These types
of algorithms can be employed for BSM searches relying
minimally on specific new physics scenarios. In this con-
text, anomalies are defined as any event in the data that
deviates from the SM predictions. Anomaly detection for
new physics searches in multijet events has been proposed
in Refs. [31, 32] and then refined in many other stud-
ies (see Refs. [33, 34] for recent reviews). This strategy
has been introduced as a new way to select events in
real time [35] and it has been successfully adapted in a
proof-of-concept study with real data [36]. Recently, the
ATLAS collaboration released two searches with weakly
supervised [37] and unsupervised [38] techniques.

Unsupervised algorithms for AD rely on less informa-
tion than supervised methods since signal vs. background

characterization through labels is not explored. On the
other hand, thanks to their increased generalizability to
other BSM signatures, AD techniques offer qualitative
advantages with respect to traditional methods, which
can contribute to expand the physics reach of the LHC
experiments. This is why AD algorithms for HEP offer an
interesting scientific problem to investigate, particularly
with unsupervised QML techniques. Quantum algorithms
have many specific aspects that differentiate them from
classical solutions proposed in the literature, typically
based on deep neural networks trained on large datasets.
In particular, QML provides advantages in terms of com-
putational complexity [10, 39], generalization with few
training instances [12], or the ability to uncover patterns
unrecognisable to classical approaches [11, 40].

Similar to other prototype studies of AD techniques
in HEP [33], we consider the problem of looking for new
exotic particles decaying to jet pairs. Jets are sprays of
close-by particles originating from a shower of hadrons,
following the production of quarks and gluons in LHC
collisions. Traditional jets have a one-prong cone shape
and are copiously produced in so-called Quantum Chro-
modynamics (QCD) multijet events, the most frequent
processes occurring in LHC collisions. At the LHC, multi-
prong jets could emerge from all-quark decays of heavy
particles manifesting as a peak in the dijet-mass (mjj)
distribution (a resonance). However, this peak could be
obscured by the huge multijet background and an AD
technique could be used to suppress the background and
make the resonant peak emerge.

In our setup, data are mapped to a latent representation
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of reduced dimensionality using an autoencoder model.
Our quantum algorithms are trained to extract a metric of
typicality from the values of the latent-space quantities af-
ter data encoding. We develop an unsupervised quantum
kernel machine and two quantum clustering algorithms
to identify latent representations of BSM processes in a
model-independent setting.

The discrimination power of the quantum models is as-
sessed using a metric tailored to anomaly detection tasks.
In the case of kernel-based anomaly detection, for the first
time in HEP, we identify an instance of significant and
consistent performance advantage of the quantum model
over its classical counterpart. The statistical robustness
of these results is systematically studied across parame-
ters of interest, as discussed in Sec. IV. Furthermore, we
demonstrate that the observed performance advantage
of the QML model is related to intrinsic quantum prop-
erties of the kernel. Specifically, the dimensionality of
the quantum Hilbert space, that is the number of qubits,
the expressibility, and the entanglement capability of the
designed data encoding circuit. These metrics are used in
a data-dependent setting suitable for this work, extending
Ref. [41], as detailed in App. B.

This paper is structured as follows. In Section II, we
present the studied HEP processes and the method for
dimensionality reduction. Section III defines the QML
algorithms for anomaly detection. In Section IV, we
present and interpret the results of the proposed quantum
models using metrics appropriate for anomaly detection
tasks. Our conclusions are discussed in Section V.

II. DATA

The dataset used for this study consists of proton-
proton collisions simulated at a center-of-mass energy√
s = 13 TeV, produced with pythia [42]. The following

BSM processes are considered as anomalies to benchmark
the model performance. These processes are representa-
tive of new-physics scenarios that the LHC experiments
are sensitive to.

• Production of narrow Randall-Sundrum gravi-
tons [43] decaying to two W -bosons (Narrow G→
WW ). The width of the Randall-Sundrum (RS)
graviton is set to a negligible value, fixing the κ×mG

parameter [44] in pythia to 0.01.

• Production of broad Randall-Sundrum gravi-
tons [43] decaying to two W -bosons (Broad G →
WW ). The graviton width-to-mass ratio is fixed by
choosing κ×mG = 2.5, which results in a width-to-
mean ratio ∼ 35% for mjj after detector effects.

• Production of a scalar boson A decaying to a Higgs
and a Z bosons (A→ HZ). Higgs bosons are then
forced to decay to ZZ, resulting in a ZZZ final
state.

The resonance masses are varied between 1500 GeV and
4500 GeV, in steps of 1000 GeV. All the W and Z bosons
are forced to decay to quark pairs, resulting in all-jet final
states. SM events are generated emulating QCD multijet
production at the LHC, by far the most abundant process
in a sample of all-jet events.

Events are processed with DELPHES library [45] to emu-
late detector effects, using the distributed CMS detector
description. The effect of additional simultaneous proton
collisions (in-time pileup) is included. This is achieved
by overlapping low-momentum collision events, sampled
from a set of simulated LHC collisions, with the primary
interaction vertex. The number of overlayed events varies
according to a Poisson distribution centered at 40, resem-
bling the in-time pileup recorded at the LHC at the end
of 2018. The QCD multijet dataset size corresponds to an
integrated luminosity of 64 fb−1, comparable to running
the LHC for about one year.

Detector coordinates are specified with respect to the
Cartesian coordinate system with the z axis oriented along
the beam axis and x and y axes defining the transverse
plane. The azimuthal angle φ is computed from the x-axis.
The polar angle θ, measured from the positive z-axis, is
used to compute the pseudorapidity η = − log(tan(θ/2)).
The transverse momentum pT is defined as the projection
of the momentum of a particle or a jet on the plane
perpendicular to the beam axis. We fix units such that
c = ~ = 1.

Events are processed using the particle-flow algo-
rithm [45]. Jets are clustered from reconstructed particles
running the anti-kT [46] clustering algorithm with jet-size
parameter R = 0.8 in FastJet [47]. Dijet events are
selected requiring two jets with pT > 200 GeV and within
|η| < 2.4. In order to emulate the effect of a typical LHC
online event selection, only jet pairs with invariant mass
mjj > 1260 GeV are considered.

Each event is represented by its two highest-pT jets.
Each jet is represented by a list of constituents, built
considering the 100 highest-pT particles, reconstructed
by the particle-flow algorithm and contained in a cone

of radius ∆R =
√

∆φ2 + ∆η2 < 0.8 from the jet axis.
Particles are ordered according to their decreasing pT

value. Zero padding is used to extend particle sequences
shorter than 100 particles. Each particle is represented
by its pT and its η and φ distance from the jet axis. In its
raw format, a jet is then represented as a 100× 3 matrix.

A jet training dataset is defined using the so-called dijet
∆η sideband, requiring the pseudorapidity separation
between the two highest-pT jets in the event |∆ηjj | >
1.4. This kinematic region is largely populated by QCD
multijet events and any potential signal contamination by
BSM processes involving high-energy collisions is typically
negligible. The classical autoencoder is trained on this
dataset to learn the compression of the input data to the
latent space.

Quantum and classical AD algorithms are trained on
QCD multijet events in a signal region, defined requiring
|∆ηjj | ≤ 1.4. Their performance is assessed using events
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from the benchmark models belonging to the same signal
region.

Dimensionality reduction. Direct loading and pro-
cessing of such datasets on current near-term, noisy, quan-
tum devices is typically not possible due to the limited
number of qubits and their small decoherence times [48].
To address this challenge, we develop a convolutional
autoencoder (AE) that maps events into a latent represen-
tation of reduced dimensionality (architecture presented
in App. A). The AE is designed to act at per-particle level
in its 1D convolutional input layer, to be appropriately
biased to the structure of our jet data, similarly to the
model in Ref. [49]. The model is trained to compress
particle jet objects individually, using background QCD
data in the sideband region, without access to truth la-
bels. Hence, for our analysis, the reduced dijet datasets
have 2` features, where ` is the dimension of the latent
representation for each jet.

Most studies of QML applications in HEP and beyond,
rely on pre-processing methods to reduce the dimension-
ality of features. Even though such a task is presently
required for a high-dimensional dataset, it can introduce
biases that negatively affect the performance of the QML
models. Many studies report similar performance between
quantum and classical algorithms [20–26]. We expect that,
quantum models require access to the unprocessed data,
ideally right after measurement by the detector, to exploit
correlations and potentially achieve higher performance.
The more post-processing steps there are after the mea-
surement, the higher the probability of losing fundamental
quantum correlations leading to suboptimal performance
of the quantum algorithms. For this reason, we work
exclusively with low-level data, that is, the four-momenta
of the particles. The autoencoder is applied to the input
data, which is still a form of classical post-processing.
However, unlike PCA or manual feature selection, autoen-
coders have the potential of retaining, at least partially,
the non-linear correlations in the latent space.

III. METHODS FOR QUANTUM ANOMALY
DETECTION

The developed QML algorithms are trained to define
a metric of typicality for QCD jets, which can then be
used to identify anomalies. We consider two categories
of quantum models: kernel machines and clustering algo-
rithms.

Kernel Machines. Support Vector Machines (SVM)
are powerful models that can serve as the kernel-based
model blueprint in supervised learning [50]. Quantum
Support Vector Machines (QSVM) are defined over an
input feature vector space I and a set of data labels
Y = {−1, 1} by constructing a quantum kernel [4, 6].
Supervised QSVM have been employed for classification
tasks in HEP [21, 24], reaching similar performance to

their classical counterparts. We extend this idea to the
unsupervised learning setting, where we separate expected
(SM) and anomalous (BSM) events. Given the quantum
feature map ρ : I 7→ H, that maps the HEP events to the
Hilbert space H of n qubits, we can define the quantum
kernel using the Hilbert-Schmidt inner product

k(xi, xj) := tr[ρ(xi)ρ(xj)] =
∣∣〈0|U†(xi)U(xj)|0〉

∣∣2 , (1)

where the quantum feature map is identified as the density
matrix operator ρ(xi) := U(xi) |0〉 〈0|U†(xi), where U(·)
corresponds to a data encoding quantum circuit that
represents the quantum feature map, and |0〉 = |0〉⊗n ∈ H.
The unsupervised kernel machine is trained to find the
hyperplane that maximizes the distance of the training
data from the origin of the feature vector space, similar
to the classical algorithm [51]. We optimize the objective
function on a classical device, while the kernel matrix
elements Kij = k(xi, xj) are sampled from a quantum
computer.

Different strategies to embed data into quantum states
have been studied in literature [6, 7, 52]. For this study,
we design a novel quantum feature map implemented
by the quantum circuit depicted in Fig. 2a, taking into
account the following properties. The data embedding
ansatz maps two input features to the two physical degrees
of freedom of each qubit via unitary rotation gates and
employs nearest-neighbors entanglement between qubits.
The encoding gates are repeated, by permuting the rota-
tion angles to which the features correspond, introducing
non-trivial interactions between features, and avoiding
encoding different features along the same axis of rota-
tion. The quantum circuit, as a whole, can be repeated to
increase the expressibility and entanglement capability of
the feature map. The number of repetitions is treated as a
parameter to tune the balance between the expressiveness
of the kernel machine and its performance, as further dis-
cussed in Sec. IV; for more details see App. B, C, and D.
The quantum circuit is designed to be hardware-efficient,
i.e., it is compact and takes into account the topology
of superconducting qubits. A hardware implementation
of the algorithm is presented in Sec. IV, in absence of
any error mitigation, to demonstrate the robustness and
feasibility of the circuit.

Clustering algorithms. The Quantum K-means
(QK-means) and Quantum K-medians (QK-medians) are
unsupervised clustering algorithms [53]. In resemblance
to their classical counterparts, these algorithms partition
a dataset of N samples x ∈ RM into k clusters based on a
distance metric. For both clustering models, we perform
amplitude encoding to map the inputs to normalized quan-
tum states, requiring n = log2(2f) qubits for a dataset
of f features. We follow two different strategies for the
cluster assignment.
a. Quantum K-means algorithm. In the case of the

QK-means model, each cluster center is defined as the
mean of the training samples assigned to it in the previous
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iteration. We use a quantum optimization algorithm [54,
55] based on Grover’s search [56], with a time complexity

of O(
√
k), to find the closest cluster to each training

sample. Given two input vectors u and v, the quantum
states |ψ〉 and |φ〉 are prepared as

|ψ〉 =
1√
2

(|0〉 |u〉+ |1〉 |v〉), |φ〉 =
1√
Z

(|u| |0〉 − |v| |1〉),

(2)
where Z = |u|2 + |v|2. Subsequently, a controlled swap
test (Fig. 2b) is performed to calculate the overlap 〈φ|ψ〉.
Then, the distance D, proportional to the Euclidean dis-
tance is calculated as

D = 2Z| 〈φ|ψ〉 |2. (3)

To find the closest cluster, the minimization technique
starts by selecting a random threshold picked from the
vector of distances and constructing a threshold-oracle
(Eq. 4) as a linear combination of m simpler oracles, where
m ≤ k. A simple oracle is a unitary operator performing
|x〉 |q〉 O−→ |x〉 |q ⊕ f(x)〉 where |x〉 is an array of indices,
⊕ is the addition modulo 2 and |q〉 is the oracle control
qubit. The threshold oracle

O = δ(t0 − 1)O0 + δ(t1 − 1)O1 + · · ·+ δ(tm − 1)Om (4)

marks multiple entries by linking a set of simple oracles
through the δ function centered at threshold ti where
oracle Oi marks all inputs {x} for which f(x) < ti and
where f returns the value of the distance array at index

x. The minimization procedure runs for
√

2|k| iterations,
applying the Grover search algorithm which sets the most
probable output as the new threshold for the next iter-
ation. As the last step, we calculate the mean of the
centers in a classical way. The procedure is repeated until
convergence is reached up to a tolerance ε.
b. Quantum K-medians algorithm. For the QK-

medians, we choose a shallower quantum circuit for dis-
tance calculation and a hybrid minimization procedure for
finding the cluster median. A quantum circuit [53] uses de-
structive inference probabilities to find a distance propor-
tional to the Euclidean distance between N-dimensional
points. Firstly, classical inputs are encoded into a quan-
tum state in a state preparation procedure using ampli-
tude encoding (explained in section IV-C in Ref. [53]).
Then, one Hadamard gate is applied to the most signifi-
cant qubit (MSQB) and destructive inference probabilities
are obtained by measuring the MSQB in state |1〉. This
circuit only prepares one quantum state and applies only
one quantum gate, making it less complex than the cir-
cuit for computing distances in the QK-means algorithm.
After the distance calculation, all points are assigned to
a specific cluster using a hybrid minimization procedure,
consisting of quantum distance calculation and a classical
iterative algorithm for finding the median. The median,
being the point with the minimal distance to all other
points in the cluster, is found iteratively by searching in
the direction of more concentrated points. The iterative

procedure is based on the algorithm from Ref. [57]. The
full procedure is repeated until cluster medians converge
to a fixed point for a tolerance ε. For clustering models
the number of clusters, k, is set to the value of 2.

FIG. 2. The quantum circuits. (a) Data encoding circuit,
U(x), that implements the feature map of the unsupervised
kernel machine for a data point x, where G(θ, φ, λ) ∈ SU(2) is
a general 1-qubit gate, and xi, for i = 0, 1, . . . , n, denotes the
elements of the input feature vector x. (b) Quantum distance
calculation circuit used to compute the similarity between an
input sample and a cluster center in the QK-means algorithm.

IV. RESULTS

We assess the performance of the proposed quantum
algorithms in terms of their ability to detect new-physics
events. Quantitatively, we compute the Receiver Oper-
ating Characteristic (ROC) curve and the corresponding
Area Under the Curve (AUC). Even though the AUC
provides an overview of the model performance, it is not
an informative metric when only a region of the ROC
curve is of practical interest. Such is the case for anomaly
detection in HEP. Concretely, we focus on specific values
of True Positive Rate (TPR) and their corresponding
False Positive Rate (FPR). In HEP nomenclature these
metrics are called signal and background efficiencies and
are denoted by εs and εb, respectively. We consider typi-
cal working points in physics analyses at the LHC, where
εs = 0.6, 0.8. Furthermore, to quantify potential quantum
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advantage in terms of model performance we define the
following metric,

∆QC(εs) =
ε−1

b (εs;Q)

ε−1
b (εs;C)

, (5)

where ε−1
b (εs; ·) is the background rejection (FPR−1) at a

working point εs, given a specific quantum (Q) or classical
(C) model.

We systematically study the performance of our models
across three parameters of interest using ideal simulations
of quantum circuits. Firstly, we evaluate the performance
using different new physics anomalous signatures, de-
scribed in Sec. II. The second parameter of interest is the
latent space dimensionality, evaluated for ` ∈ {4, 8, 16}
for all models, and additionally ` = 32 for the clustering
algorithms. Finally, the impact of the number of training
samples is studied for values N ∈ {10, 60, 600}. Our re-
sults are summarized in Fig. 3. Each quantum algorithm,
QK-means (left), QK-medians (middle), and the unsuper-
vised kernel machine (right), respectively, is compared to
the best-performing classical algorithm of similar model
complexity that is trained and tested on the same data.

The model performance on different BSM scenarios is
displayed in the top row of Fig. 3. For this evaluation, the
latent dimensionality is fixed at ` = 8 and the training
sample contains 600 examples. We observe that there is
a large variation in performance across the three signal
signatures. This is expected since the studied BSM signals
differ in their similarity to SM processes. The broad
Graviton is the most similar and hardest to identify while
the narrow Graviton is the most anomalous and thus,
easier to identify in a model-independent setting. This
is demonstrated by the consistent order in performance
across all models and mirrored by the classical algorithms.

Both clustering models exhibit an optimal latent space
dimensionality with the best performance at a value of
eight (middle row Fig. 3) and a drop for the largest
category of 32. The kernel-based model performs best in
the latent space dimensions larger than four. Even with
a substantial compression from the original space to the

smallest tested latent representation R300 AE−−→ R4, we do
not observe a dramatic drop in discrimination power for
the clustering algorithms. These results demonstrate that
our AE is capable of compressing HEP jet data to a size
that is tractable on current noisy quantum computers
while preserving crucial information used by the quantum
models to discriminate anomalies.

Furthermore, the performance of all (Q)ML algorithms
improves with increasing training size, as typically ex-
pected. The QK-medians reaches a better overall clas-
sification power compared to the classical clustering al-
gorithm for the case of Ntrain = 10 (cf. bottom row of
Fig. 3), supporting the empirical observation of other
studies that the performance advantage of QML models
might reside in smaller training sizes [20–22].

Overall, the unsupervised kernel machine outperforms
both clustering algorithms and is the only one achiev-

ing consistently better results in the quantum over the
classical regime.

Window of quantum advantage. For the unsuper-
vised kernel machine (third column of Fig. 3) we identify
a consistent performance advantage. That is, there is a
range in the investigated parameter space where we con-
sistently obtain ∆QC > 1. The performance advantage
of the kernel-based quantum model is presented in more
detail in Fig. 4, where it is quantified by ∆QC and is
related to intrinsic quantum properties of the circuit.

We show that if entanglement is not present in the
quantum feature map the performance of the quantum
model is worse or matches at best the classical perfor-
mance. To demonstrate this, we construct two circuits
NE0 and NE1, corresponding to removing all layers after
the first set of encoding gates of the quantum circuit in
Fig. 2a, and to removing only the CNOT gates between
the two encoding layers, respectively. Furthermore, we
show that an increase in the expressibility and entan-
glement of the circuit, accomplished by increasing the
repetitions of the encoding ansatz, leads to the rise of
the quantum algorithm performance up to a maximum
at L = 4 and a subsequent decrease for more expressive
circuits. Conversely, too much entanglement, i.e., too
many CNOT gates, causes a drop in ∆QC as presented
by FE in Fig. 4, corresponding to a circuit with all-to-all
entanglement layers instead of nearest-neighbors, and of
fixed depth (L = 3).

Additionally, if we fix the depth of the quantum circuit
to three and investigate the performance of the quantum
algorithm as a function of the number of qubits nq, we
observe the following (see inner plot of Fig. 4). The
quantum kernel machine performs worse in identifying
anomalies for four qubits but is significantly better at
the task for higher qubit numbers. We demonstrate a
constant increase of the quantum model with the Hilbert
space dimension, reaching a background rejection five
times greater than that of its classical counterpart for
16 qubits. Explicit values of the background rejection
are presented in Table Ia and Table Ib, for a fixed latent
dimension and fixed training size, respectively.

Quantum Hardware Calculations. We imple-
ment the unsupervised kernel machine on a quantum
computer, namely the ibm_toronto machine. The goal is
to demonstrate the capability of the designed embedding
circuit (cf. Fig. 2a) to run on current noisy near-term
quantum devices. The size of the training and testing
dataset is fixed at 100 and the number of qubits is eight.
Further, the number of circuit evaluations needed during
inference time to construct the quantum kernel matrix
is Ntrain ·Ntest. Hence, the number of testing samples is
constrained not by the inherent limitations of the noisy
near-term quantum device, but by the number of evalu-
ations we can submit to the device via the IBMQ cloud
in a reasonable amount of time. For more details on the
quantum hardware implementation see App. D.
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FIG. 3. Performance evaluation results. Each subplot depicts the ROC curve calculation on test data for each model and each
parameter of interest. Rows represent the model evaluation as a function of the parameters of interest: (top) new-physics
anomalous signatures, (middle) latent space dimension, and (bottom) the number of training samples. Columns correspond to
the different anomaly detection models. A 5-fold testing is performed to assess the statistical significance of the results and of
the differences in performance, using a test dataset of 105 samples where half of the samples are anomalies and half are SM
events. The best-performing classical kernel model is the one equipped with the Radial Basis Function (RBF) kernel. The
uncertainty bands represent one standard deviation and are drawn only for the TPR range of interest. For smaller values of
TPR, the uncertainties increase due to low testing statistics and the bands are omitted for readability purposes.
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TABLE I. Background rejections. Comparing the background
rejection ε−1

b (εs) of the unsupervised quantum and classical
kernel machines, for signal efficiencies εs = 0.6, 0.8. In Table
(a) the background rejection is computed for a fixed latent
dimension of 8 and the number of training samples is varied.
In Table (b) the background rejection is calculated for a fixed
training size of 600 and the dimensionality of the latent space is
varied. Values are obtained using 5-fold testing of Ntest = 105.

FIG. 4. Relating the performance of the unsupervised quantum
kernel machine to properties of the quantum circuit. The plot
of the ratio ∆QC, defined in Eq. 5, as a function of parameters
of the data embedding quantum circuit presented in Fig. 2a.
L denotes the number of repetitions of the ansatz, NE0 and
NE1 represent cases where no entanglement is present in the
circuit, and FE refers to all-to-all entanglement. For the case
of three repetitions, ∆QC is also presented as a function of the
number of qubits nq.

The results are presented in Table II. We use the AUC
to summarise the performance of the models, given the
limited number of testing samples. The AUC is less prone
to statistical fluctuation being the integral of the ROC
curve, compared to the background rejection ε−1

b , which
corresponds to a point on the ROC curve. Consequently,

we note that the values obtained on hardware, due to
low testing statistics, are less accurate and should not be
compared to the ones obtained by the more statistically
robust computation using 105 testing samples (cf. Fig. 3).

Additionally, the mean purity of the states 〈trρ2〉 ≡
〈k(xi, xi)〉, over the data points xi, is measured on the
quantum computer to ensure that throughout the compu-
tation the state has not decohered, i.e., lost its quantum
nature due to noise and decoherence of the qubits. A fully
mixed (decohered) state yields a purity of 1/2nq , where
nq is the number of qubits, resulting in approximately
0.39× 10−2 for eight qubits. The hardware performance
and the corresponding purities confirm that the designed
quantum circuit for kernel-based anomaly detection, at
least up to three repetitions, is indeed suitable for current
quantum computers.

Kernel Machine Run AUC 〈trρ2〉

Hardware L = 1 0.844 0.271(6)
Ideal L = 1 0.999 1

Hardware L = 3 0.997 0.15(2)
Ideal L = 3 1.0 1

Classical 0.998 -

TABLE II. Quantum hardware results. Comparing the perfor-
mance of the unsupervised kernel machine in hardware and
ideal simulation in terms of AUC, for one (L = 1) and three
(L = 3) repetitions of the data encoding circuit. The mean
purity 〈trρ2〉 is presented with its uncertainty in parenthesis
at the corresponding decimal point.

V. CONCLUSIONS

We presented a realistic study of QML models for
anomaly detection in proton collisions at the LHC. The
ability of the designed models to identify new-physics
(BSM) events was thoroughly investigated using metrics
of interest in HEP analyses. The proposed combination of
an autoencoder that compresses raw HEP jet features to
a tractable size, with quantum anomaly detection models
proved to be a viable strategy for data-driven searches
for new physics at the LHC.

In studies addressing classification tasks in HEP [20–26],
so far, no significant difference in performance between
quantum and classical ML models has been observed. In
this work, to the best of our knowledge, we presented a
first instance of the consistent performance advantage of
QML models over classical models of similar complexity
for an anomaly detection task in fundamental physics.
This result, for the unsupervised quantum kernel ma-
chine, is statistically significant, is achieved using realistic
datasets, and stretches beyond one-shot experiments or
specific values of the considered parameter space. We
demonstrated the role of intrinsically quantum properties
of the developed data encoding circuit to achieve perfor-
mance advantage and showed that the quantum model
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can reject up to five times more background events for a
fixed signal efficiency (cf. Fig. 4).

The data encoding circuit for the quantum kernel is
designed to have favorable properties, as discussed in
Sec. III and IV. However, it is not explicitly biased to
features characteristic to HEP data. Future studies need
to investigate the construction of QML models that have
an inductive bias towards the structure of HEP data to
investigate for guarantees in terms of trainability and
performance advantage. Recent works on QML share
these insights in a more general context [9, 58–61]. This
way, we move towards answering the question of whether
quantum models can be natural candidates for specific
tasks in fundamental physics exploiting the data structure
and its correlations in a more efficient way than their
classical counterparts.

Additionally, we suggest that it is important to ex-
pose the quantum algorithms to features of minimal post-
processing avoiding manual extraction of classical high-
level features. In fact, the results of similar work in
Ref. [62] reinforce this claim since the considered HEP
dataset is described by high-level features and the dimen-
sionality reduction is achieved through PCA. Along this
direction, one possibility to provide the most direct and
least processed access to the fundamental information of
a physical system is to use quantum data, that is, to use
quantum states as the input of QML models.

We anticipate that our results, along with the growing
literature in QML for physics data and the parallel rapid
improvement of available quantum hardware, can stimu-
late fruitful research at the intersection of hybrid quantum-
classical algorithm design and fundamental physics data
processing. Advancements along these lines can poten-
tially lead to novel architectures and quantum-classical
synergies, to performance advantages in well-defined sets
of problems, and to the enhancement of our fundamental
understanding of both fields.
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Appendix A: Convolutional Autoencoder for
dimensionality reduction

To reduce the dimensionality of our low-level feature
inputs, we developed an autoencoder, whose architecture
is displayed in Fig. 5. The encoder consists of 1D and 2D
convolutional layers, followed by pooling and dense layers.
The decoder mirrors the architecture of the encoder. The
bottleneck width defines the dimensionality of the latent
space representation. Weights are He-uniform initialized
and all layers feature Elu activations, except for a tanh
activation right before the bottleneck, that constrains the
latent space to a range z ∈ (−1, 1). The model is trained
for 200 epochs with learning rate decay, minimizing the
Chamfer-loss [68] defined as a pairwise reconstruction
distance

LR =
∑

i∈input

min
j

((x(i)−x(j))2)+
∑

j∈output

min
i

((x(j)−x(i))2).

(A1)
Inputs are standard-normalized at the entry to the encoder
and outputs are de-normalized in the last layer of the
decoder.

Appendix B: Expressibility, entanglement capability,
and data dependence

Background. Expressibility and entanglement capa-
bility are measures, proposed in Ref. [41], to quantitatively
describe properties of Parametrised Quantum Circuits
(PQC). Expressibility measures the ability of a given PQC
of n qubits to explore the corresponding Hilbert space.
A PQC of high expressibility is expected to generate,
by sampling its parameters uniformly, (pure) quantum
states that uniformly cover the Hilbert space. Specifi-
cally, expressibility is defined as the difference between
the PQC-generated distribution of states and that of the
ensemble of Haar-random states. The difference between
the two distributions is quantified by the Kullback–Leibler
divergence,

E = DKL (PPQC(F ; θ) ||PHaar(F )) , (B1)

where θ represents the parameters of the circuit which are
sampled from the uniform distribution over [0, 2π], F is
the fidelity F = | 〈ψθ|ψφ〉 |2, between two PQC-generated
states, PPQC(F ; θ) is the probability density function of
fidelities obtained by the states generated by the PQC,
and

PHaar(F ) = (N − 1)(1− F )N−2, (B2)

is the probability distribution of fidelities of the Haar ran-
dom states, where N = 2n the dimension of the Hilbert
space. By discretizing the distributions PHaar and PPQC

using histograms, we can numerically calculate the ex-
pressibility of a quantum circuit. An expressive quantum
circuit will obtain expressibility scores that approach zero
as seen in Eq. B1.
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FIG. 5. The Autoencoder architecture. The model reduces the dimensionality of the high energy physics dataset from 300
dimensions per jet to latent space dimension `. The generated latent space serves as the input to the anomaly detection
algorithms.

The entanglement capability of a circuit is a measure
of entanglement between the qubits based on the Meyer-
Wallach measure Q [41, 69]. We can estimate the measure
numerically via sampling the parameters of the circuit
uniformly in [0, 2π] and computing the mean,

〈Q〉 =
1

|Θ|
∑
θ∈Θ

Q(|ψθ〉), (B3)

where Θ is the set of parameters, correspondingly |Θ|
the number of parameters, and Q is the Meyer-Wallach
measure. For more details and insights regarding these
definitions refer to Ref. [41].

Data dependence. The measures above are defined
within the context of PQC-based algorithms, such as the
variational quantum eigensolver. When dealing with data,
as in this work, the notion of expressibility and entan-
glement capability needs to include the data distribution
at hand. We extend the definitions in Eq. B1 and B3,
similarly to recent work in Ref [61], to a data-dependent
setting. Specifically, we sample the quantum circuit pa-
rameters from the distributions of the data features in-
stead of the uniform distribution over [0, 2π]. The input
of the quantum models is the latent representation of the
HEP datasets, described by the latent feature vector z
obtained by the encoder network (see App. A and Fig. 5).
Depending on the data input, z is distributed according
to the QCD background distribution (SM) or the signal,
anomalous (BSM) probability distribution. Hence, the
expressibility measure can be written as,

E = DKL

(
PU(z)(F ; z) ||PHaar(F )

)
, (B4)

where PU(z)(F ; z) represents the fidelity distribution of
the states generated by the data encoding ansatz U (see
Fig. 2) when the features are sampled from an arbitrary
probability density function P(z). Similarly, for the en-
tanglement capability we can calculate 〈Q〉 in Eq. B3 by
sampling from P(z).

We compute the expressibility and entanglement capa-
bility of the designed circuit, for the case of eight qubits,
as a function of the architecture variations presented in
Sec. IV and in Fig. 4. For this computation, we use the
software implementation in Ref. [67]. The results are pre-
sented in Fig. 6a and 6b, where the three different curves
correspond to three different choices of P(z): sampling
from the uniform distribution in [0, 2π], the QCD back-
ground, and the signal distribution of the scalar boson
BSM scenario, respectively. The number of samples is
6 × 105 for each data-dependent computation in Fig. 6.
We verify that by increasing the depth of the proposed
data encoding circuit its expressibility and entanglement
capability are increased for all assessed data distributions.
These results combined with Fig. 4 demonstrate a correla-
tion between the performance of the unsupervised kernel
machine on HEP data and quantum properties of the
designed feature map.

Appendix C: Trainability of the kernel machine and
exponential concentration

One of the advantages of kernel-based (Q)ML is the
theoretical guarantee of a global extremum of the objective
function that can be found through convex optimisation
[70]. Recently, in Ref. [61], the trainability of quantum
kernel methods in QML is studied and challenged within
the scope of exponential concentration, i.e. the case where
all elements of the kernel matrix converge exponentially
fast to a single value and render the model ineffective.
Therein, different sources of exponential concentration
are identified, such as the expressibility of the circuit and
the use of global measurements.

In our study, we do not observe such limitations based
on the performance assessment of the unsupervised quan-
tum kernel machines (cf. Sec. IV). Here, we investigate
further the scaling of the expressibility of the data encod-
ing circuit and the variance of the corresponding quantum
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FIG. 6. Characterization metrics of the data encoding circuit. The metrics are calculated via sampling the circuit parameters
from three different distributions as depicted in the legends: the uniform distribution in [0, 2π], the QCD background data
distribution, and the signal (anomaly) scalar boson data distribution. (a) The expressibility (Expr) as a function of the different
circuit architectures. (b) The entanglement capability of the data encoding circuit (〈Q〉) as a function of the different circuit
architectures. (c) The expressibility of the data encoding circuit as a function of the number of qubits (nq). (d) The variance of
the kernel, Varz,z′k(z, z′), where k(z, z′) is the kernel defined in Eq. 1 and z is the data feature vector sampled from the signal
or background distributions corresponding to the data encoding circuit as a function of the number of qubits.

kernel with the number of qubits. These computations
provide insights on the trainability of our models beyond
the tested datasets. In Fig. 6c and Fig. 6d we present
the expressibility and variance of the kernel, respectively.
The dimensionality of the available HEP datasets used
in this work is restricted to nq = 4, 8, 16, where nq is the
number of qubits. The available 6×105 data samples were
sufficient to evaluate accurately the expressibility for four
and eight qubits, but not 16. Hence, only results for four
and eight qubits are presented in Fig. 6c when sampling
the circuit parameters from the data distributions.

Overall, an almost constant dependence between the
expressibility and the number of qubits is observed in
Fig. 6c, contrary to one of the assumptions of Theorem 1
in Ref. [61], where the expressibility of the data encoding
circuit be exponentially close to a 2-design. That is,
E ∈ O(1/bn), where b > 1 and n is the number of qubits.
In the case of kernel variance scaling, no exponential decay
seems to be manifest. Thus, our calculations suggest
that the proposed unsupervised kernel machine does not
suffer from exponential concentration due to expressibility
or global measurements. Nevertheless, our numerical
experiments are restricted to the presented number of
qubits. HEP datasets can be generated specifically with
the purpose of assessing quantum kernel properties more
thoroughly, which can be the subject of future studies.

Appendix D: Implementing the unsupervised kernel
machine

Training set-up. We present the optimisation task
of the unsupervised kernel machine in its primal form

adopting the notation from Ref. [51] for completeness.
Given a set of training data x1, x2, . . . , x` ∈ X , where X
is an arbitrary vector space, ` is the number of training
data points, and xi represent the feature vectors of the
data, one can write the objective function of the model
and its corresponding constraints as

min
w∈F, ξ∈R`, ρ∈R

1

2
||w||2 +

1

ν`

∑
i

ξi − ρ (D1)

subject to w · Φ(xi) ≥ ρ− ξi, ξi ≥ 0, ∀i, (D2)

where Φ : X 7→ F is the feature map, which is used to de-
fine the kernel k(xi, xj) = Φ(xi) ◦ Φ(xj), F is the feature
space, w are the trainable weights of the model, ξi are
the slack variables, ρ is the distance of the hyperplane
from the origin of the feature space, and ν ∈ (0, 1) is
a hyperparameter. Training the kernel machines corre-
sponds to solving the optimisation problem above with
respect to w and ρ. It can be shown that ν is an upper
bound on the fraction of outliers, or anomalies follow-
ing the nomenclature of this manuscript, in the training
dataset [51].

An optimal ν cannot be identified globally for every
possible signal distribution, i.e., BSM scenario, in the un-
supervised anomaly detection context. On the contrary,
in a supervised learning setting where the specific sig-
nal and background are known by construction, one can
hyperoptimise the ML algorithm using model selection
techniques. Choosing a value of ν based on hyperoptimi-
sation with respect to a specific BSM dataset can lead to
biasing the model towards this particular anomaly distri-
bution. Although this can increase the performance of the
model on the chosen BSM signature, the sensitivity of the
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anomaly detection strategy can be diminished for other
new-physics scenarios. Hence, such a procedure can lead
to overall reduced performance of the anomaly detection
model and is not consistent with the initial motivation
behind model-independent searches of new physics at the
LHC experiments as presented in Sec. I.

For our study, we choose ν = 0.01 and keep it fixed
for all investigated models and BSM datasets. Therefore,
we assume that the model should, falsely, flag at most
1% of the QCD background samples used for training.
Furthermore, given the small training sizes used for the
quantum models, e.g. 600, smaller values of ν would lead
to a none-integer upper bound on the number of outliers
causing the optimisation problem in Eq. D1 and D2 to
be ill-defined.

Quantum hardware implementation. The unsu-
pervised quantum kernel machine has been implemented
for both the quantum hardware and simulation computa-
tions using qiskit [65]. The data encoding circuit (see
Fig. 2) used to construct the feature map of the quantum
kernel needs to be transpiled to the gates that are native
to the hardware device: Rz,

√
X,X, and CX(CNOT).

Due to the presence of noise in quantum hardware, the
sampled kernel matrix need not be positive semi-definite
(PSD). For this reason, the matrix that we retrieve from
the hardware is transformed to the closest PSD matrix to
ensure that the convex optimization task of the algorithm
is well-defined. Furthermore, the qubits of the algorithm
need to be mapped to the physical qubits of the hardware,
which for the ibm_toronto machine follow the topology

depicted in Fig. 7.

6 17

0 1 4 7 10 12 15 18 21 23

2 13 24

3 5 8 11 14 16 19 22 25 26

9 20

FIG. 7. Topology of physical qubits. The layout of the physical
qubits on the ibm toronto machine. The connections between
nodes represent the possibility of executing 2-qubit gates be-
tween neighboring qubits. The selected eight qubits, circled
in grey, represent the ones used to run the quantum kernel
machine. Different noise levels are color-coded, the lighter
color representing higher noise levels, for single qubit and
2-qubit gates on the nodes and connections, respectively.

We execute our models using the following physical
qubits: [5, 8, 11, 14, 16, 19, 22, 25], corresponding to the
indexing in Fig. 7. This choice is based on the calibration
data provided at the time of submitting the run, taking
into account the estimated gate and measurement noise.
Simultaneously, we ensure nearest-neighbors connections
between the physical qubits to not introduce unnecessary
SWAP gates which increase significantly the depth of the
transpiled circuit.
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